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Mac Security 101

Your MacBook is one of the most powerful-—and most personal-—devices that
you own. It holds your emails, photos, documents, browsing history,
passwords, and access to countless online accounts. While Apple does a
good job with security out of the box, many of the most important protections
are either optional, buried in settings, or turned off by default.

This guide walks you through specific security and privacy settings that can
dramatically reduce your risk of being hacked, tracked, impersonated, or
locked out of your own data. Most of these changes take less than a minute
each, require no technical background, and can be completed in about 15
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minutes total.
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1. Computer Password

Protect local access to your MacBook and encrypt user-level data.

Old Password

New Password

Verify

Password Hint

RATING: Must Do!
TIME: 1 minute
DIFFICULTY: Easy

Why is this important?

Touch ID & Pas
Pasaword

A login password has been sol for this user Chnn‘n, -

TOUCH D TOF TASTUSer SWRENING

word

s sword Hint

Cancel }'mnga Password

New MacBooks will require you to set a
password during setup, but if you want to
change this later, go to Touch ID & Password
and then under Password clikc Change. You
will be required to input your current
password before creating a new one.

Your Mac’s login password is the first and most important line of defense. If
someone gains physical access to your laptop, a weak password makes it trivial
to access your files, emails, and saved browser sessions. A strong password
significantly slows down or completely blocks unauthorized access.
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2. Set Up Touch ID

Add fast, secure biometric authentication without risking privacy.

Touch ID
Touch 1D lets you use your fingerprint to unlock your Mac and ma urchases with
Apple Pay, iTunes Store, App Store, and Apple Books. About To 1D & Privacy...

=

Finger 1 Add Fingerprint

Use Touch ID to unlock your Mac . @)
Use Touch ID for Apple Pay C @

Use Touch ID for purchases in iTunes Store, App Store,
and Apple Books

RATING: Recommended How to Access:
TIME: 1 minute e Open System Settings

e Go to Touch ID & Password
DIFFICULTY: Easy « Add a fingerprint

Why is this important?

Touch ID allows you to unlock your Mac and approve actions quickly without
typing your password in public or unsafe environments. Fingerprint data is stored
in the Secure Enclave, a dedicated hardware component isolated from macOS
and iCloud. This means your biometric data never leaves your device and cannot
be accessed by apps or Apple itself.
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3. Apple ID Password

Secure access to your Apple account, iCloud data & connected devices.

Security

Password ‘
Last Changed January 22, 2024. Change Password...

Two-Factor Authentication
Your trusted devices and phone numbers are used to verify your identity when
signing in.

Recovery Methods
Regain access to your account and data if you forget your password or
device passcode.

Recovery Contacts S

- as —~

RATING: Recommended How to Access:
TIME: 1 minute e Open System Settings

e Click your Apple ID name
DIFFICULTY: Easy « Go to Sign-In & Security

e Change password

Why is this important?

Your Apple ID password controls far more than just App Store purchases. It
grants access to iCloud backups, photos, messages, device tracking, and
account recovery features. If compromised, an attacker could lock you out of
your own data. Because this password is used infrequently, it should be
especially strong and unique. Never reuse it anywhere else, and store it securely
in a password manager rather than relying on memory alone.
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4. Apple ID 2FA

Prevent account takeovers even if your password is stolen.

identity, and help recover Yygur acocoun

Josh Sumy
‘ pile Aook Two-Factor Authentication

Security Keys
{ lﬂ For security, whan v

ne Number...

phishing and unauthorized access to your ace

Trusted Phone Number

Trusted phone numbers are usoed to halp recover your account il you foerget

Password. ..
1
- Trusted phone number

Bentiny what
\

@ ol m rd or

ligd -

Add a Trusted Phone Number

RATING: Recommended How to Access:
. e Open System Settings
TIME: 2 minut
utes _ e Click your Apple ID
DIFFICULTY: Medium « Go to Sign-In & Security
e Enable Two-Factor

. .. Authentication
Why is this important?
breaches, and password reuse attacks. For maximum security, a hardware

This single setting blocks the vast majority of real-world account takeover
attempts.

Watch our full Apple 2FA Tutorial on YouTube.

Two-factor authentication (2FA) ensures that knowing your password alone is not
enough to access your Apple account. This protects you against phishing, data

security key is ideal. At minimum, a trusted phone number should be enabled.
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5. Account Recovery

Protect yourself against forgotten passwords or lost 2FA.

Recovery Methods
Regain access to your account and data if you forget your password or
device passcode.

Recovery Contacts ? 3
Rk

Recovery Key On

Legacy Contact
A legacy contact is someone you trust to have access to the data in your
account after your death.

Automatic Verification

RATING: Recommended How to Access:
TIME: 3 minutes e Open System Settings

_ e Click your Apple ID
DIFFICULTY: Medium « Go to Sign-In & Security

e Click Recovery Contacts or
Recovery Key

Why is this important?

A recovery contact allows a trusted person to help you regain access if you
forget your password or lose your security keys. This feature is especially
important if you enable stronger protections like Advanced Data Protection.
Choose someone you trust completely. They cannot access your data directly,
but they do play a role in account recovery, which makes this both powerful and
reversible.
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6. Find My Mac / Network

Allows you to locate, lock, or erase a lost or stolen MacBook.

Find My Mac: On ? Turn Off...

Locate, lock, or erase this Mac and supported
accessories. This Mac cannot be erased and
reactivated without a password.

N

Find My network: On Turn Off...

Participating in the Find My network lets you locate
this Mac even when it's offline.

Done

RATING: a Good Idea How to Access:
TIME: 1 minute » Open your System Settings

e Click on your Apple ID
DIFFICULTY: Easy . Click iCloud — See All

e Enable Find My Mac

Why is this important?

Find My Mac enables remote tracking and device erasure, which is critical if your
laptop is lost or stolen. This can prevent sensitive data from falling into the wrong
hands. While it does involve encrypted location data, the security benefit for
some people can outweigh the privacy trade-off —especially travelers and
remote workers.
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7. Advanced Data Protection

Encrypts iCloud data so that not even Apple can access it.

E Advanced Data Protection * Turn Off...

iCloud encrypls your data to keep it secure. Advanced Data Protection uses

end-to-end encryption to ensure that the iCloud data types listed here can

only be decrypted on your trusted devices, protecting your information aven
in the case of a data breach in the cloud.

(f{U Family-
[Cloud Storagel

\ Wi-Fi

Because Apple does not have the keys required to recover your data, only
your account recovery methods can help you get your data back if you lose

B Bluetooth SECREY
Network Device Backup :  Reminders
(J Messages Backup @ Safari Bookmarks
g " & iCloud Drive @ shorteuts
{a Battery Notes @ voice Memos
& Photos Wallet Passes
'.'l;'j General .
RATING: Must Do How to Access:
: e Open your System Settings
TIME: 2-15 minutes
_ e Click on your Apple ID
DIFFICULTY: Medium e Click iCloud
» Enable Advanced Data
Protection

Why is this important?

Advanced Data Protection applies end-to-end encryption to most iCloud data,
including photos, notes, backups, and files. This ensures only you—and your
trusted recovery methods—can access your data. This setting requires updated
devices and proper recovery options, but it represents one of the most
meaningful privacy upgrades Apple offers.

Watch our Advanced Data Protection Tutorial on YouTube.
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8. iCloud Web Access OFF

Prevent iCloud data from being accessed through a web browser.

Advanced Data Protection On

Access iCloud Data on the Web

Access your mail, contacts, calendar, photos, notes, reminders, fileg

documents on the web at iCloud.com. You'll need to use youg
device to give Apple access to display your data every time you sign in.
Learn more...

RATING: Recommended HowtoAccess:
TIME: 1 minute » Open your System Settings

e Click on your Apple ID

e Disable Access iCloud Data
on the Web

Why is this important?

If you never use iCloud.com, leaving web access enabled creates unnecessary
exposure. Disabling it reduces the attack surface for phishing and account
compromise. This change has little downside for most users and immediately
tightens account security.
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9. Contact Key Verification

Confirm the identity of iMessage contacts to prevent impersonation.

< Contact Key Verification

Verification in iMessage
Verily who you are messaging with by comparing contact verifical

COdas in Pperson or ovaer the phane. In convarsations with ' 3
Irs also have contact key verification turnad on, you will s massage if
contact key varlication detects an issue or is turnad off

Your Public Verification Code
To allow people to verily thay are massaging with you, share your public verification
code. Your public verification code doas not contain any private information.

APKTID1HgDOLAM2Xn7LLZG70118MXaWINXQKQTvStyIfPwsW6CwQ

Copy Verification Code

I anrm blasa

RATING: Very Useful How to Access:
TIME: 1-10 minutes « Open your System Settings

o e Click on your Apple ID
DIFFICULTY: Difficult + Click Contact Key

Verification

e Turn on Verification in

Why is this important? IMessage

Contact Key Verification ensures that the person you’re messaging is truly who
they claim to be. It protects against SIM-swap attacks and advanced interception
attempts. Once enabled, verified contacts display a confirmation checkmark. The
setup is the only real inconvenience, and the security benefit is substantial.

Watch our full Contact Key Explanation on YouTube.
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10. AutoJoin Wifi Settings

Prevent your Mac from connecting to malicious look-alike networks.

< Wi-Fi

Known Metworks

joshsummer_2.4GHz Connect & = (-
joshsummer_5GHz a= v a Auto-Join
' v SumVPN-2.4 a = Copy Password
MWetwork Settings...
Other Networks Forget This Network...
ABCDFamily_2.4G g8 = &
ABCDFamily_56G [

RATING: Recommended HowtoAccess:
TIME: 5 minutes « Open your System Settings

_ e Click on WiFi
DIFFICULTY: Medium o Adjust the Auto-Join settings

Why is this important?

Attackers often name rogue networks after popular locations like cafés or hotels.
Disabling auto-join prevents your Mac from connecting without your knowledge.
Known networks such as your home or work can still be set to auto-join for
convenience, but unknown or public networks should always require manual
approval.
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11. Turn on Firewall

Block unwanted inbound network connections.

£ u Firewall

u Firewall D

The firewall is turned on and set up to prevent unauthorize
applications, programs, and services from accepting incomi
connections.

Options... i1

RATING: Recommended How to Access:
TIME: 1 minute » Open your System Settings

e Click on Network
DIFFICULTY: Easy « Click on Firewall
e Turn on Firewall and adjust
Options as desired.

Why is this important?

The firewall acts as a gatekeeper, preventing unauthorized devices or services
from initiating connections to your Mac. This protects against network-based
attacks and misbehaving applications. Advanced options like stealth mode
further reduce your device’s visibility on shared networks.
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12. Security Updates

Install critical security patches without user intervention.

amily Automatic Updates 0

Public Bet

Automatically

Download new updates when available lat accomp

Install macOS updates

Install system data files and security updates

le Intelligence & Sirl’

RATING: Must Do How to Access: .
TIME: 1 minute . Op?en your System Settings
e Click on General
DIFFICULTY: Easy « Click on Software Update
e Click the info icon next to
Automatic Udpates

Why is this important? Turn all settings on

Security vulnerabilities are discovered constantly. Automatic updates ensure your
Mac receives fixes quickly, even if you forget to check manually. At minimum,
system data files and security updates should always be enabled, and it’s up to
you whether you want to Install macOS updates automatically when they
become available.
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13. Adjust Airdrop / Handoff

Limit unwanted file transfers and device interactions.

™
4 AirDrop & Handoff

a3 Allow Handoff between this Mac and your iCloud devices
sh Summers AirDrop Contacts Only £
ple Account AlrDrop lets you share Instantly with people nearby. You

can be discovarable in AlrDrop 1o recaive from ava
mﬂy or only people In your contacts

Known AirDrop Contacts Manage...

You will autematically appear for 30 daya 1o poople you have
shared & one-=lma code with.,

soth

ark About AirDrop & Privacy...
AirPlay Receiver *

ry AlrPlay Recaiver allows nearby Apple dovicos 10 send videos and audia

content to your Mac with AlrPlay

How to Access:

e Open your System Settings
Click on General
Click on Airdrop & Handoff
Set Airdrop to Contacts
Only
Turn off Airplay Receiver

RATING: Recommended
TIME: 1 minute
DIFFICULTY: Easy

Why is this important?

AirDrop set to “Everyone” can expose you to spam or inappropriate content.
Restricting it to Contacts Only minimizes risk without eliminating convenience.
Handoff and AirPlay Receiver should be disabled if you don’t actively use them.
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14. Download Proton Pass

Securely & conveniently store passwords outside of Apple’s ecosystem.

Netflix

ure Hunt

How to Access:

Open your browser

Visit Proton.me/pass
Create a free account
Download the Proton Pass

app

RATING: Recommended
TIME: 10 minutes
DIFFICULTY: Medium

Why is this important?

Using a dedicated password manager reduces reliance on a single ecosystem
and improves visibility into account security. Proton Pass offers encryption, open-
source auditing, and optional features like aliases and built-in 2FA. Use the app
for free or get extra features with a premium account.

Try Proton Pass
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15. Change Date/Time Server

Reduce reliance on Apple-controlled infrastructure.

{ > Date&Time
Set time and date automatically ( @
Source pool.npt.org Set...
Date and time Dec 1 QA%:ZS PM
24-hour time
Set time zone automatically using your current location ( @

_ How to Access:
RATING: a Good idea « Open your System Settings

TIME: 1 minute
DIFFICULTY: Easy

Click on General

Click on Date & Time
Under Source click Set
Change to pool.npt.org

Why is this important?

Switching to a public NTP server slightly improves privacy by reducing
communication with Apple servers. While the benefit is modest, it’s easy to
implement and doesn’t have any impact on the daily usage of your MacBook.
This is a classic “set it and forget it” improvement.
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16. Apple Intelligence / Siri

Prevent unnecessary data collection and microphone activation.

?‘ja Apple Intelligence & Siri
‘3D A personal intelligence system integrated deeply into your Mac, apps, and
Siri. Learn more...

Apple Intelligence /

Siri Requests

Siri

Listen for ﬂ Off &=

Keyboard shortcut Hold ¢

_ How to Access:
RATING: a Good idea « Open your System Settings

TIME: 1 minute « Click on Apple Intelligence
DIFFICULTY: Easy & Siri
» Jurn off Apple Intelligence
e Under Listen for choose
“Off”
Why is this important?

If you do not actively use Siri or Apple Intelligence, disabling them reduces
background data processing and microphone activity. At the very least, for Siri
users, switching to a keyboard shortcut instead of the “Listen for” feature keeps
your MacBook from being in “always listening” mode for the wake words.
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17. Lock Screen Message

Provide contact details in case you lose or misplace your MacBook.

4 Lock Screen

Turn display off on battery when inactive For 10 minutes ¢

Turn display off on power adapter when inactive For 10 minutes ¢

ce & Siri

<

Require password after screen saver begins or
display is turned off

Password immediately required when iPhone Mirroring is
set to automatically authenticate.

Show user name and photo a
Show password hints \
Show message when locked @ set.

_ How to Access:
RATING: a Good idea « Open your System Settings

TIME: 1 minute o Click on Lock Screen
DIFFICULTY: Easy » Turn off Apple Intelligence

e Under Show message when
locked click “Set”

Why is this important?

In the unlikely event that you lose or misplace your MacBook and a good
samaritan finds it, how are they going to return it to you? Showing a message
on the lock screen with some contact details such as a phone number or email
address is a quick and easy solution. The message should read something like:
“If found, please contact [phone/email]”
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18. Filevault Encryption

Encrypt your entire hard drive.

< >  FileVault
FileVault
FileVault secures your data by encrypting the contents of your
and locking your screen with a password.

Password Reset
If you forget the password to this Mac, you can reset it using your recovery key.

«©

Recovery Key Show

How to Access:
RATING: Must Do e Open your System Settings
TIME: 1+ hours « Click on Privacy & Security
DIFFICULTY: Medium » Click on Filevault

e Turn the toggle on

Why is this important?

FileVault ensures that even if someone removes your Mac’s internal drive, your
data remains unreadable. This is critical protection against physical theft.
Everyone should enable FileVault, which is basically adding encryption to your
hard drive. The only real cost is initial encryption time, which could be an hour for
a new computer or multiple hours for an older computer.
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19. Lockdown Mode

Add extreme protection against advanced targeted attacks.

£ > Lockdown Mode

0 Lockdown Mode Turn On...
Turn on this extreme protection if you believe you're being
targeted in a cyberattack. Apps, websites, and feature
functionality will be limited and some experiences may be
completely unavailable.

Learn more...
_ How to Access:
RATING: Optional e Open your System Settings
TIME: 15 min o Click on Privacy & Security
DIFFICULTY: Medium e Click on Lockdown Mode

e Turn the toggle on

Why is this important?

Lockdown Mode restricts certain features to reduce exposure to sophisticated
exploits. While designed for high-risk individuals, many users experience minimal
disruption. If security is a priority, it’s worth testing. If it introduces too much
friction or inconvenience, you can easily reverse the decision and turn it off.

Watch our full Lockdown Mode Tutorial on YouTube.
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20. Privacy Tweaks

Reduce unnecessary data sharing with Apple.

“ T RN W W et sl ERWSE IR ¥R RAL L NS T W W

Blocked Contacts

@ Analytics & Improvements

(

3 Apple Intelligence Report Off

@ Apple Advertising

Security

How to Access:

RATING: Optional e Open your System Settings

TIME: 1 minute « Click on Privacy & Security

DIFFICULTY: Easy e Turn off all settings in
Analytics & Improvements,
Apple Advertising and

Apple Intelligence Report
Why is this important?

Turning off analytics and advertising personalization limits passive data
collection. Adjusting app permissions ensures apps only access what they
genuinely need. It’s not much, but these small changes can add up to meaningful
privacy and overall personal security improvements.
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21. Background Security

Install silent security fixes in the background.

< > Background Security Improvements

Automatically Install

Background Security Improvements provides additional protection to yoy
Mac in between software updates.

In rare instances of compatibility issues, these security impro ients may
be temporarily removed and then enhanced in a future software update.
Learn more...

Software Update Required

Background Security Improvements requires the latest version
of macOS.

Software Update

How to Access:

RATING: Must do e Open your System Settings
TIME: 1 minute « Click on Privacy & Security
DIFFICULTY: Easy  Click on Background

Security Improvements

e Turn the toggle on for

Automatically Install

Why is this important?

This setting allows Apple to deploy critical fixes without waiting for major
updates. While oddly separated from standard updates, it plays a crucial role in
rapid response security. It should always remain enabled.
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